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Abstract. Privacy regulations restrict sharing sensitive patient data
across institutions, hindering collaborative medical research. Federated
learning (FL) addresses this by keeping data local to the acquiring insti-
tution, but Membership Inference Attacks (MIAs) remain feasible even
without direct access to training data. Differential privacy (DP) provides
formal mathematical guaranties, yet translating its abstract & parame-
ter into concrete risk assessments that clinicians can interpret remains
an open challenge. In this study, we quantify membership privacy risk
from the attacker’s perspective by simulating a malicious FL participant
who uses a fixed auxiliary data pool to attack target models via Shadow
Model-based MIA. We instantiate this scenario in the EMBED breast
cancer screening dataset, based on which we trained 300 ConvNeXt-Tiny
models on binary classification without and with DP (¢ € {3,5,8,10})
with data level variance. Non-DP models exhibit consistent membership
leakage with a mean ROC-AUC of 0.661 across training configurations,
with the rare malignant class substantially more vulnerable (malignant-
only AUC up to 0.938). DP training collapses malignant-only AUC to
0.500-0.574 across all privacy budgets, with effective protection achieved
at € = 10. We further establish that 60 shadow models suffice for sta-
ble Likelihood Ratio Attack (LiRA) calibration, equivalent to ~ 60X
the computation of a single target model. Our results provide an em-
pirically grounded visualization of membership privacy risk and demon-
strate, based on stable LiRA calibration, that moderate privacy budgets
offer meaningful protection against inference attacks in medical imaging
FL.
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erated Learning - Privacy Quantification- Breast Cancer
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1 Introduction

Medical research increasingly depends on large patient cohorts spanning elec-
tronic health records, diagnostic images, and laboratory results. These data
bring huge benefits in terms of improved diagnosis and treatment, but also
raise privacy concerns. Medical images have shown to carry privacy risks be-
yond structured clinical records. Mammograms, CT, and MRI scans contain
biometric information and/or unique anatomical signatures that can re-identify
individual patients, e.g., reported facial reconstruction from brain or head and
neck scans [16]. Unlike sparse clinical records of obvious and easily recogniz-
able protected information, medical images pack enormous detail across their
voxels/pixels, making them harder to protect.

Data protection regulations such as the Health Insurance Portability and
Accountability Act (HIPAA [15]) in the United States and the General Data
Protection Regulation (GDPR [20]) in Europe, require data to be handled un-
der strict confidentiality. These frameworks restrict sharing across institutions,
creating a persistent tension between collaborative research and patient privacy.

Federated learning (FL) addresses this problem by enabling collaborative
model training without centralized data aggregation [4]. It has already been
deployed in real multi-site healthcare settings [13, 6], with FL-as-a-service plat-
forms enabling hospitals to jointly train models on distributed patient data while
meeting regulatory requirements. Each participating institution trains a shared
model locally and exchanges only model updates, so raw patient images never
leave the originating site. This separation of data storage from computation fits
the regulatory and ethical constraints of collaborative medical research.

Membership inference is the problem of determining whether a specific data
record was part of a model’s training dataset [10]. Such Membership Inference
Attacks (MTIA) are applicable to FL as they remain feasible even without di-
rect access to the actual training data. Previous work [10, 17] shows that model
parameters and prediction outputs can leak detailed membership information,
exposing individual patients to re-identification even within FL pipelines. There-
fore, privacy leakage through machine learning models can be considered a com-
pliance obligation for healthcare systems, and not only a technical concern.

Differential privacy (DP) provides formal mathematical bounds on this leak-
age by limiting the amount that any single training example can influence the
model’s output [7]. DP has become the primary framework for privacy account-
ing in machine learning [1,22], and its combination with FL has been stud-
ied extensively [19,8,4|. However, what remains less well understood is how to
translate the formal DP guarantee into risk assessments that medical practition-
ers/clinicians can interpret and act upon, since the privacy parameter epsilon
(¢) maps poorly to concrete clinical privacy expectations.

In this study, we quantify membership privacy risk from the attacker’s per-
spective by simulating a malicious FL participant who holds a fixed auxiliary
data pool and uses shadow model-based LiRA to attack target models trained
by other participants. We sweep training set sizes, malignant case percentages,
and DP privacy budgets to characterize how these factors affect membership
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leakage. Our results show that non-DP models are consistently vulnerable to
MIA, with minority cases substantially easier to detect than majority cases, and
that DP training eliminates the membership signal even at moderate privacy
budgets. We further characterize the computational cost, establishing that 30
shadow models per side suffice for stable LiRA calibration, which is about 60x
training time comparing to the target model training.

Specifically, our contributions are three-fold: (i) We characterize non-DP
membership leakage under a range of training set sizes and malignant case
percentages, showing that minority classes are disproportionately vulnerable to
MIA, (i) We quantify the protective effect of DP training, demonstrating that
even moderate privacy budgets (¢ = 10) collapse the membership signal to near-
chance for both majority and minority classes, and (%ii) We establish a practical
shadow model budget per candidate sample for stable LiRA calibration in the
case of breast cancer research.

2 Related Work

First introduced by Shokri et al. [17], MIAs determine whether a specific data
record was used to train a target model, posing a fundamental privacy threat
even in black-box settings. Carlini et al. formalized the Likelihood Ratio At-
tack (LiRA), which evaluates membership leakage at low false-positive rates and
achieves an order-of-magnitude improvement over prior methods [5]. In the con-
text of FL, Gu et al. proposed CS-MIA, which exploits prediction confidence
dynamics across FL training rounds to infer membership from both local and
global adversary perspectives [9]. Rao et al. provide a structured taxonomy of
MIAs and defenses across centralized and FL paradigms [14].

DP provides a formal bound on information leakage: a randomized algorithm
is (g,0)-DP if the probability of any output changes by at most a factor of e®
when a single record is added or removed. Abadi et al. established the practical
framework for DP in deep learning through DP stochastic gradient descent (DP-
SGD), which clips per-sample gradients and adds calibrated noise to guarantee
(¢,0)-DP [1]. Deploying DP in deep learning involves a fundamental utility-
privacy trade-off; Tramér and Boneh showed that DP training requires either
large private datasets or access to high-quality public features to match non-
private baselines [18]. Bagdasaryan et al. demonstrated that DP can exacerbate
existing biases, causing disproportionate accuracy degradation on underrepre-
sented subgroups, which is especially relevant to medical imaging cohorts with
naturally skewed class distributions [2]. Fu et al. provide a systematic review of
DP in FL, organizing methods by protection granularity across FL scenarios [7].

3 Materials and Methods

3.1 Data

The EMBED dataset is a large-scale real-world multi-site breast screening mam-
mography collection released through the AWS Open Data Program [11]. We
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assess the task of binary classification between benign and malignant cases, by
mapping BI-RADS assessments with no suspicion of malignancy to benign and
those with confirmed or high-probability cancer to malignant. Here, we use data
from hospitals with both classes available, comprising 345,220 images, with a
severe class imbalance of 343,818 benign to 1,402 malignant. Standard single-
view mammograms are retained while implant-displaced, spot, and magnification
views are excluded to avoid acquisition artifacts. All DICOM images are resized
via bicubic interpolation to 256 x 256 and converted to NIfTT files.

3.2 Classification Model

For the classification, we use a ConvNeXt-Tiny model initialized with ImageNet-
pretrained weights for two-class output. The backbone and classification head
are optimized jointly with Adam, using learning rates of 1 x 10~* and 2x 10~ for
the backbone and head, respectively. Cross-entropy loss with label smoothing of
0.1 and class weighting is applied over 30 epochs, with balanced accuracy used for
model checkpoint selection. Training uses random horizontal flipping, rotation,
and affine augmentation with a batch size of 128. We use the Opacus library
[21] to implement DP training of the target model. Privacy accounting follows
the PRV accountant with Poisson sampling, per-sample gradient clipping at a
maximum norm of 212.8, and a target 6 = 1 x 1075, We train DP variants at
target € values of 3, 5, 8, and 10. In our setting, both the target and all shadow
models share the identical ConvNeXt-Tiny architecture and training procedure;
they only differ in the data they are trained on. We do not apply any remedy
to compensate for DP-induced performance degradation, such as oversampling,
SMOTE or synthetic data generation, [12], since model performance is not the
main focus of this work.

3.3 Shadow Model-based MIA

Membership inference is inherently model- and sample-specific, making it hard to
standardize privacy risk in a portable way. Shadow model-based attacks provide
a general solution: given any auxiliary dataset drawn from a similar distribution,
they extract membership signals via surrogate training and produce standard
binary classification metrics, such as the true positive rate at fixed false-positive
rates (TPRQFPR) and ROC-AUC. This makes them well-suited for quantifying
privacy risk in FL scenarios, where a malicious participant naturally holds a
local dataset and can query models trained by other participants.

The MIA seeks to determine whether a given candidate sample x was included
in the training set of a target model M;. The attacker has black-box query
access to M; and holds a fixed auxiliary data pool D, drawn from a similar
distribution to the target model’s training data. The attacker knows neither the
target training set D; nor the training procedure of M, only the model’s output.

To simulate how M; behaves on members vs non-members, the attacker trains
shadow models on random fixed-size subsets of D,. All shadow models use the
same architecture and training procedure as M;. For a given candidate sample
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x, a shadow model is an IN model if its training subset contains x, and an OUT
model otherwise. By training many IN and OUT models, the attacker builds two
empirical distributions of model behavior: one for samples the model has seen
during training and one for those it has not.

We adopt the Likelihood Ratio Attack (LiRA) as presented in [5]. For each
candidate x, the attacker queries all IN and OUT shadow models and records
their loss values. A Gaussian is fitted to each set, yielding two parametric dis-
tributions over the loss: £, for IN models and L., for OUT models.

To infer the membership of z, the attacker queries M; to obtain the target-
model loss s;, then computes the likelihood ratio A = P(s; | Lin) / P(s¢ | Lout)-
If A exceeds a chosen threshold, x is predicted as a member. The threshold
is calibrated on a held-out set of known non-members to control the FPR. The
overall attack performance is evaluated using ROC-AUC and the TPR at a fixed
FPR, with the threshold calibrated on a held-out set of known non-members to
control the FPR at a target operating point.

3.4 Experimental Design

For the auxiliary data pool D, we use the data from the EMBED site 5, contain-
ing approximately 53,000 mammograms. The target model M, is trained on data
from the remaining sites (1, 2, 6). Each shadow model is trained on a fixed-size
subset of 1,000 samples randomly drawn from D, (with a fixed malignant case
percentage around 5%), and per candidate sample we train 64 IN and 64 OUT
shadow models to estimate the loss distributions. This setup maps directly to a
FL scenario, where a malicious participant with data from one site (the auxiliary
pool) queries a model collaboratively trained by other sites (the target model).
We evaluate the privacy risk of M; using shadow model-based MIAs under
different D, configurations. The experiments are designed to quantify how the
size of D, and its similarity to the training data of M, affect the success of MIAs,
thereby providing insights into membership privacy risks in practical settings.

4 Results and Observations

We train 60 non-DP ConvNeXt-Tiny target models spanning five training set
sizes (1,000, 3,000, 5,000, 8,000, 10,000) and four malignant case percentages
(5%, 10%, 15%, 20%), with three replicates per cell. Each target is attacked via
LiRA with 64 IN and 64 OUT shadow models, evaluating 500 samples per target
(250 members, 250 non-members).

Rare Class Samples are More Vulnerable to MIA. Fig.1a shows the cell-
wise mean ROC-AUC across all 20 size-ratio combinations. LiRA recovers con-
sistent membership signal across the full grid, with an overall mean AUC of
0.661 and cell means ranging from 0.608 (8,000 samples, 20% malignant) to
0.729 (3,000 samples, 5% malignant). AUC decreases as the training set grows,
confirming the dilution effect, while higher malignant case percentages further
suppress attack success. This suggests that larger training sets reduce per-sample
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Fig.1: Non-DP membership leakage across training configurations. (a) Mean
LiRA ROC-AUC across training set sizes and malignant case percentages. (b)
Overall versus malignant-only ROC curves.

memorization and that harder class compositions make individual membership
harder to isolate.

Fig.1b overlays the overall and malignant-only ROC curves, revealing a sharp
class-conditional disparity. Malignant-only AUC reaches 0.938 at the easiest set-
ting (1,000 samples, 5% malignant) and stays above 0.807 even under the hardest
configuration (8,000 samples, 20% malignant). At a 5% FPR, the TPR on ma-
lignant samples is 46.9%, more than double the overall TPR of 20.0%. This
indicates that models memorize rare class examples more easily than frequent
ones, making minority cases substantially easier targets for MIA.

DP Significantly Reduces Membership Leakage To quantify the protective
effect of DP, we repeat the sweep with DP-trained ConvNeXt-Tiny models at
e € {3,5,8,10}, fixing the malignant case percentage at 10%. We train 75 target
models (5 regimes x 5 training sizes X 3 replicates), each attacked via LiRA
with 64 IN and 64 OUT shadow models, evaluating 500 samples per target.

Fig.2 shows the malignant-only AUC per training size for each privacy regime.
Non-DP malignant-only AUC ranges from 0.866 to 0.927, confirming that rare-

class membership is highly detectable without protection. Under DP, the malignant-

only AUC collapses to near-chance across all regimes, ranging from 0.500 to
0.574. The gap between non-DP and even the weakest DP setting (¢ = 10) is
dramatic, and further tightening ¢ produces no meaningful additional reduction.
This demonstrates that gradient clipping and noise addition eliminate the mem-
bership signal that LiRA exploits, providing effective protection at moderate
privacy budgets regardless of training set size.

Shadow Model Budgeting. LiRA needs shadow model loss distributions to
estimate IN and OUT membership hypotheses, but training and storing shadow
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Fig. 2: Malignant-only LiRA ROC-AUC grouped by training set size across pri-
vacy regimes. Non-DP bars dominate while all DP-regime bars collapse to near-
chance. Error bars show +1 standard deviation over 3 replicates.
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Fig. 3: Median normalized movement of Gaussian p and o estimates as a func-
tion of shadow count. Dashed lines track OUT distributions; solid lines track
IN distributions. Horizontal dotted lines mark the stability threshold: a budget
passes when the median normalized error of the mean falls below 0.10 and the
standard deviation falls below 0.15, i.e., both estimates are within 10-15% of
one reference-o from their convergent values.

models is expensive. We therefore ask: how many shadow models are needed
before the fitted loss distributions stop changing as more shadows are added?

For each privacy pool (non-DP and DP at ¢ = 3,5,8,10), we fit Gaussian p
and o estimates at every integer budget from 2 to 64 shadows per side, using five
deterministic seed selections. The budget-64 fit serves as the empirical reference,
and errors for each smaller budget are normalized by the reference o. All com-
parisons are privacy-matched (non-DP targets use non-DP shadows, each DP ¢
uses the corresponding DP shadow pool) and use fixed targets only.

Fig.3 shows the parameter stability curves across privacy pools. The IN dis-
tribution stabilizes by approximately 28 shadows, while the OUT distribution
stabilizes slightly earlier. The non-DP pool drives the 30-shadow recommenda-
tion because its shadow losses exhibit the largest variance; DP-trained models
produce more concentrated loss distributions and therefore reach stability at
slightly lower budgets, even though this does not necessarily imply better attack
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performance due to the involvement of DP. These results indicate that approxi-
mately 30 IN and 30 OUT shadow models per candidate sample suffice for stable
LiRA calibration, equivalent to roughly 60x the computation of training a sin-
gle target model. In practice, the cost can be amortized when targeting multiple
candidate samples, since a shadow model trained for one sample also covers
neighboring samples in the auxiliary pool. Further efficiency gains are achiev-
able through shared shadow model pools or mixture-of-experts architectures that
reuse sub-networks across shadow models [3].

We further verify these findings at the raw distribution level using Wasser-
stein distance and Kolmogorov-Smirnov statistics between pooled shadow-loss
distributions. Additional results, including OUT-only budget extensions to 128
shadows and raw empirical stability analyses, are provided in Appendix A.

5 Discussion

In this study, we quantified membership privacy risk in a FL setting by simulating
a malicious participant who uses a fixed auxiliary data pool to attack a target
model via LiRA. We instantiated this scenario with the EMBED breast cancer
screening dataset, using data from one hospital site as the auxiliary pool and
the remaining sites as the target training data.

We observe non-DP targets being highly vulnerable to MIA. The mean ROC-
AUC across 60 non-DP targets was 0.661, with malignant-only AUC reaching
0.938. Lower leakage was observed for the DP-trained models. Across all € values
(3, 5, 8, 10), the malignant-only AUC dropped to 0.500-0.574, with individual
DP targets showing no effective ability to determine membership status.

In terms of the attack’s computational cost, we established that 30 shadow
models per side suffice for stable LiRA distributions and provided a closed-form
formula to estimate the number of equivalent trainings a given attack query.

Our findings are limited to the ConvNeXt-Tiny model structure, EMBED
data, LiRA, and a single-site auxiliary pool with a fixed malignant percentage.
Further experimentation is needed to assess if the 30/30 shadow budget gener-
alizes across architectures, training sizes, attack methods, and site distributions.

Future work should also evaluate if site-level distributional differences and
rarer malignant class compositions alter the protective effect of DP, as well as
how DP performance remedies (such as oversampling or SMOTE [12]) affect
membership leakage.
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A Detailed Shadow Model Budgeting Results

We present the remaining analyses from the stable baseline privacy sweep that
could not be included in the main text due to space constraints. These results
provide additional evidence for the recommended shadow model budgets.

The Gaussian parameter analysis in the main text asks whether the fitted p
and o estimates stabilize. The empirical analysis asks whether the raw shadow-
loss distributions themselves stabilize in shape. For each target, side, seed, and
budget, we pool the selected shadow losses across target samples and compare the
resulting empirical distribution with the matching pooled reference distribution.

We use normalized Wasserstein distance and the Kolmogorov-Smirnov statistic
as comparison metrics.

Wasserstein distance KS statistic
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Fig.4: Empirical shadow-loss distribution stability across shadow budgets. (a)
Normalized 1D Wasserstein distance. (b) Kolmogorov-Smirnov statistic.

Fig.4 shows that the empirical shadow-loss distributions stabilize in a range
consistent with the Gaussian parameter results, typically between 25 and 35
shadows depending on the privacy pool, which is consistent with the Gaussian
parameter findings in the main text.

We further verify these findings by measuring LiRA attack effectiveness di-
rectly as a function of shadow budget.

Fig.5 shows that AUC converges from approximately 0.58 at budget 2 to
0.66 at the reference budget 62. Diminishing returns set in around budget 20—
30; beyond 30, each additional pair of shadows adds less than 0.001 to AUC,
confirming that the 30-shadow recommendation from the main text captures the

point at which additional computation yields negligible improvement in attack
performance.
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