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Background

 Regulations restrict sharing patient images[1][2]; federated * Differential privacy (DP) gives formal guarantees, but € is hard for
learning (FL) keeps data local but still exposes model outputs. clinicians to interpret as concrete risk.

* Membership inference attacks (MIA) ask whether a record was  We quantify risk from the attacker side: a malicious FL participant
in the training set - a re-identification risk. with a fixed auxiliary pool attacks other sites' model with shadow-

model LiRA (Likelihood-Ratio Attack).
Materials & Methods
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Summary & Future Outlook

* Unprotected FL models leak membership consistently; rare  Stable LiRA calibration needs about 30 IN + 30 OUT shadows per
malignant cases are disproportionately exposed. candidate (~60x target training).
* Moderate DP (e = 10) collapses malignant-only AUC to 0.500-  Scope: Model, EMBED, LiRA, single-site auxiliary pool; generality
0.574 — near guessing across sizes. across architectures/sites remains future work. Scan me - Paper snswers bouk
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