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• Regulations restrict sharing patient images[1][2]; federated 
learning (FL) keeps data local but still exposes model outputs.

• Membership inference attacks (MIA) ask whether a record was 
in the training set - a re-identification risk.

• Unprotected FL models leak membership consistently; rare 
malignant cases are disproportionately exposed.

• Moderate DP (𝜖𝜖 = 10) collapses malignant-only AUC to 0.500-
0.574 — near guessing across sizes.

• Stable LiRA calibration needs about 30 IN + 30 OUT shadows per 
candidate (~60x target training).

• Scope: Model, EMBED, LiRA, single-site auxiliary pool; generality 
across architectures/sites remains future work.

• Differential privacy (DP) gives formal guarantees, but 𝜖𝜖 is hard for 
clinicians to interpret as concrete risk.

• We quantify risk from the attacker side: a malicious FL participant 
with a fixed auxiliary pool attacks other sites' model with shadow-
model LiRA (Likelihood-Ratio Attack).

EMBED[3] breast cancer mammography

A. Without DP, membership leaks B. DP mitigates membership leakage (Even with moderate ε settings)
non-DP 0.866–0.927

DP ε=3–10 → 0.500–0.574
near chance at every privacy 

budget tested

C. Number of shadow models for a stable membership prediction of 1 target sample

• LiRA fits an IN and an OUT loss distribution per candidate; too 
few shadows make the fit unstable.
• Gaussian mean / std errors flatten within ~25–35 shadows; 
beyond ~30 pairs, each extra pair adds under 0.001 AUC.
• Non-DP pools drive the recommendation because their shadow 
losses have the largest variance.

30 IN + 30 OUT
per candidate ≈ 60× one target 

training
Can be amortizable through shared 

shadow pools
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Background

Site 5 → auxiliary pool for attackers
 to build shadow model pool

Sites 1/2/6 → target training,
 250/250 pre-assigned Mem/Non-

mem samples to evaluate the privacy 
leakage (How effective MIA can be)

Target models
ConvNeXt-Tiny; 1,000 samples/model 
Privacy setting: Non-dp + 𝜺𝜺 = 3/5/8/10

Benign sample Malignant sample

345,220 images from 5 hospitals
Class imbalance: 343,818 benign vs 1,402 
malignant
Standard single-view mammograms retained; 
resized to 256×256 NIfTI.
Site split: site 5 = attacker auxiliary pool; sites 
1, 2, 6 = target training data.

IN models

OUT models

Same structure and 
training parameters Likelihood ratio

𝚲𝚲 > threshold  →  MEMBER
Privacy readout: if the target loss 
looks more like IN shadows than 
OUT shadows, the candidate is 
flagged as a member.

𝒙𝒙 is not included in 
training

𝒙𝒙 is included in training

Shadow Model LiRA:
1. For each candidate imag, train 

shadow models that either 
include it (INx64) or exclude it 
(OUTx64). 

2. Query these models to estimate 
the expected loss distributions 
for members and non-members. 

3. Compare the target model’s 
loss to both distributions. 

GOAL for MIA – A binary classification: Candidate 𝒙𝒙 ∈ Target Model Training Set?

Rare-class cases are 
easier to attack: 
malignant-only AUC 
peaks at 0.938

Target model 
training set 
variance

Almost 2x 
gap
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Target loss 𝒔𝒔𝒕𝒕

Build loss distributions for 
Member/Non-member samples

Cost of attack: 60x training cost 
comparing to target model 
training(30 IN+30 OUT)
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